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Credit History Feedback

How to resolve the problem

Extract characleristics from data
Establish blockchain account  Provide individual data into chain Complete decision
Make judgments based on policies Application rating
Authorize data service provider Complete clean dirty data Manage loans in progress
Quantify judgment based on Provide funding

and Initiate borrowing request  Provide data standards workflow Collect after loan
characteristics

1 4+ 1t . 1
0->-0->-0->-0->

Borrowers  Data Service Algorithm & Risk Assuming Funding

Provider Computation Institutions Providers
Individuals with specific Service providers who service Institutions which Not directly involved in
borrowing demand record, integrate, and Providers operate a credit lending but provide
provide borrower behavior Service providers who business by eaming funding (such as ABS-
data provide algorithms income from bearing purchasing institutions)

strategies, and specific risks

computational resources

to support decisions

3.0, AP R AR Algd A|AR

DCC OollM, Z 7HRl EE= |22 Mo 2 E 371/ HISH 718 S8l d-E stLtel
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Individu_aI/Entity Behavi_or/Data Smart Contract
@\ \ 4
-y W \_/
Vell('ji(fai?:ta::iyon Credit History Smart Contract
DCC = 2E 24 72! 213 H|O|H &2l ZHYRT, & §H 2= XME TX|
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Identity Authentication (KYC)

Identity confirmation of individuals, and

is also a "certification” on the blockchain

ho

AR

Individual Data Collection

Data collection on individuals through
methods such as authorizations, queries,

and others, as well as data scrubbing

Algorithm Overlay

Through algorithm overlay of accumulated
individual data, an individual's credit over
a given time period is quantified and

expressed visually.

Credit Records

Through the continued overlay of credit
records under an individual's DCCID,
credit records become reliable proof of

an individual's “creditworthiness”.

Data in the DCC is stored distributed in the hands of users, thereby “returning
control of credit to customers”

DIV AlAEIZ2 f8 IHM CIXIE MY 2 ol 2242 Sdll = &
AZ|IZ282E OIO|IEHHE ESELICE DIV *+EX&, dIo|E| Z|gto| AFEXRIoAH =
OOl 215 MH|AE MB35t dlo|E{7F A 3 Rof| 2l ERZIX| d=Cts & H™Oo|

A&LICH ol2fEr 2= Eei nol|A B Ho|HE MSsthed

Apply
verifiable

agency

Other
institutions
on chain

Credit History

Other Lending
Institutions

Credit History Individual/Entity Desensitization

Credit history generated by
individual at institution is
recorded by this institution

Credit history is

simultaneously recorded in

DCC contract

Cyber Sheng Foundation Ltd.

data sharing

Distributed reading of
borrower credit history &
updated credit history
recorded on chain
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CHE 7|22 SDV & Sall &= HI|O|EE 7IXet &2 ZIE &8st Fo A
id|o|EgtLCt.
(1) Borrowing request
on the chain KC
(&) Receives money;
updates on-chain contract
(&) If updated status approved
then loan provided
@ Compares request () If repayment overdue
with on-chain info then info submitted onto chain
() Provides loan (@) If info consistent then risk control process starts
Lending Risk-control
Institution System
(D Submits borrewing request (2 Barrowing request approved & accepted
3.3.3. A8 BT A
DCR(Z4t 18 E1 M) HFE Sdli DCC AlAH0| CHE AIF, CHE HE,
A X E CHE, = L 2T Aol CHEr 7HRIe| T™A| F=7| 4&E 7ISsie
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Updates borrowing Generates loan history

contract on the chain report for borrower
Borrower e
Contract

Submits repayment
information onto the chain

Updates contract status

Lending Institution A

Lending Institution B

Authorizes other institutions
the access to personal report

Accesses the report with
borrower’ s authorization
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act wallet_generation /

generate ec key pair
(SECP-256k1)

decide wallet genrate salt
password
generate derived scrypt
key
generate random iv ]

generate address form
pub key
perform cipher operation
(AES/CTR/NoPadding)

assemble to wallet
data structure
' marshall to json
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ECKeyPair ecKeyPair = Keys.createEcKeyPair();
bytel[]l salt = generateRandomBytes(32);

bytel[] derivedKey = generateDerivedScryptKey(password.getBytes(UTF_8), salt, n, R, p, DKLEN);

byte[] encryptKey = Arrays.copyOfRange(derivedKey, 0, 16);
byte[] iv = generateRandomBytes(16);

~SNounesa WNERE

co

byte[]l privateKeyBytes = Numeric.toBytesPadded(ecKeyPair.getPrivateKey(), Keys.PRIVATE_KEY_SIZE);
byte[] cipherText = performCipherOperation(Cipher.ENCRYPT_MODE, iv, encryptKey, privateKeyBytes);

byte[] mac = generateMac(derivedKey, cipherText);
WalletFile walletFile = new WalletFile();
walletFile.setAddress(Keys.getAddress(ecKeyPair));

WalletFile.Crypto crypto = new WalletFile.Crypto();
crypto.setCipher(CIPHER);
crypto.setCiphertext(Numeric.toHexStringNoPrefix(cipherText));
walletFile.setCrypto(crypto);

N

WalletFile.CipherParams cipherParams = new WalletFile.CipherParams();
cipherParams.setIv(Numeric.toHexStringNoPrefix(iv));
crypto.setCipherparams(cipherParams);

NNNN

crypto.setKdf(SCRYPT);

WalletFile.ScryptKdfParams kdfParams = new WalletFile.ScryptKdfParams();
kdfParams.setDklen(DKLEN) ;

kdfParams.setN(n);

kdfParams.setP(p);

kdfParams.setR(R);

kdfParams.setSalt(Numeric.toHexStringNoPrefix(salt));
crypto.setKdfparams (kdfParams) ;

1
p.
3
4
5
6
7

oo

(=]

WWWWWWNNNN

crypto.setMac(Numeric. toHexStringNoPrefix(mac));
walletFile.setCrypto(crypto);
walletFile.setId(UUID. randomUUID().toString());
walletFile.setVersion(CURRENT_VERSION) ;|
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function CertService() public {
insertOrder(address(®), Status.INVALID, Content("", "",6 @));

function apply(bytes digestl, bytes digest2, uint256 expired) public returns {uint256 _orderId){
require(digestl.length > @ &% digestl.length <= 108);
require(digest2.length <= 108);
require(expired > @);

return insertOrder(msg.sender, Status.APPLIED, Content(digestl, digest2, expired));

}

function insertOrder{address applicant, Status intialStatus, Content icc) internal returns {uint256
uint256 orderId = orders.push(Order(applicant, intialStatus, icc));
orderUpdated(applicant, orderld, intialStatus);
return orderId;

function revoke(address applicant) public onlyOperator returns (uint256 _orderId) {
require(applicant != address(@));
Checkpoint memory cp = getCheckpointAt(applicant);

//RTEERAMIEER
require(cp.content.digestl.length > 8);

JIEMNTE

Content memory icc = Content("", "", @);
uint256 orderId = insertOrder(applicant, Status.REVOKED, icc);

//ER

appendElement (checkpoints [applicant], orderld, icc);

return orderId;
}

function pass{uint256 orderId) public onlyOperator {
audit{orderId, Status.PASSED);
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15. Risks

You acknowledge and agree that there are numerous risks associated with purchasing DCC,
holding DCC, and using DCC for participation in Distributed Credit Chain.

1. Uncertain Regulations and Enforcement Actions

The regulatory status of DCC and distributed ledger technology is unclear or unsettled in many
jurisdictions. It is impossible to predict how, when or whether regulatory agencies may apply existing
regulations or create new regulations with respect to such technology and its applications, including
DCC and/or Distributed Credit Chain. Regulatory actions could negatively impact DCC and/or
Distributed Credit Chain in various ways. The Foundation (or its affiliates) may cease operations in a
jurisdiction in the event that regulatory actions, or changes to law or regulation, make it illegal to
operate in such jurisdiction, or commercially undesirable to obtain the necessary regulatory
approval(s) to operate in such jurisdiction.

After consulting with a wide range of legal advisors and continuous analysis of the development
and legal structure of virtual currencies, the Foundation will apply a cautious approach towards the
sale of DCC. Therefore, for the crowdsale, the Foundation may constantly adjust the sale strategy in
order to avoid relevant legal risks as much as possible.

2. Competitors

It is possible that alternative networks could be established that utilise the same or similar code
and protocol underlying DCC and/or Distributed Credit Chain and attempt to re-create similar
facilities. Distributed Credit Chain may be required to compete with these alternative networks, which
could negatively impact DCC and/or Distributed Credit Chain.

3. Failure to develop

There is the risk that the development of Distributed Credit Chain will not be executed or
implemented as planned, for a variety of reasons, including without limitation the event of a decline in
the prices of any digital asset, virtual currency or DCC, unforeseen technical difficulties, and shortage
of development funds for activities.

4, Security weaknesses

Hackers or other malicious groups or organisations may attempt to interfere with DCC and/or
Distributed Credit Chain in a variety of ways, including, but not limited to, malware attacks, denial of
service attacks, consensus-based attacks, Sybil attacks, smurfing and spoofing. Furthermore, there is a
risk that a third party or a member of the Foundation or its affiliates may intentionally or
unintentionally introduce weaknesses into the core infrastructure of DCC and/or Distributed Credit
Chain, which could negatively affect DCC and/or Distributed Credit Chain.
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5. Other risks

In addition to the aforementioned risks, there are other risks (as more particularly set out in the
Terms and Conditions) associated with your purchase, holding and use of DCC, including those that
the Foundation cannot anticipate. Such risks may further materialise as unanticipated variations or
combinations of the aforementioned risks. You should conduct full due diligence on the Foundation,
its affiliates and the DCC team, as well as understand the overall framework and vision for

Distributed Credit Chain prior to purchasing DCC.
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