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Credit History Feedback

How to resolve the problem

Extract characteristics from data

Establish blockchain account  Provide individual data into chain Complete decision
Make judgments based on policies:
Authorize data service provider Complete clean dirty data Manage loans in progress
. Quantify judgment based on
and Initiate borrowing request  Provide data standards workflow Collect after loan

characteristics

O O O O
O>-0>-0>>-0->-0

Borrowers  Data Service Algorithm & Risk Assuming Funding

Provider Computation Institutions Providers
Individuals with specific Service providers who service Institutions which Not directly involved in
borrowing demand record, integrate, and Providers operate a credit lending but provide
provide borrower behavior Service providers who business by eaming funding (such as ABS-
data provide algorithms, income from bearing purchasing institutions)

strategies, and specific risks

computational resources

to support decisions
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Identity Authentication (KYC) Individual Data Collection Algorithm Overlay Credit Records
Identity confirmation of individuals, and Data collection on individuals through Through algorithm overlay of accumulated Through the continued overlay of credit
is also a “certification” on the blockchain methods such as authorizations, queries, individual data, an individual's credit over records under an individual's DCCID,
and others, as well as data scrubbing a given time period is quantified and credit records become reliable proof of
expressed visually. an individual's “creditworthiness”.

Data in the DCC is stored distributed in the hands of users, thereby “returning
control of credit to customers”
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Algorithm iteration

Apply
verifiable

agency

Other
institutions
on chain

Credit History

Other Lending
Credit History Individual/Entity Desensitization Institutions
. _ data sharing —
C.red.it.history gen.era.ted.by A Credit history is . Distributed reading of
individual at institution is simultaneously recorded in borrower credit history &
recorded by this institution DCC contract

updated credit history
recorded on chain
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DEREHEZILLIDT —RXREIHLS N L. SN T —X &L TwaEAN

WIRFFS® 5. 7o, DCC THFET — X DMl AR AL E 2 /E . PRAF SO AR
T2

@

3.Report hash added to chain

1.Apply for data

_— Data Distributed D:C
PEEm——  |nstitution r— Credit
2.Return report

Individual/

Entity

Apply for
verification

Generate report
: 4 C)

4. Simultaneous apply to institution for certification

@
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ROV 27 &K he—vl 7z,

DIVay b7 hOA v &X—T7 v av7aHA4rxEL. HANEMA. ANE T
— & PR, T BER L T— ﬂ%%®ﬁfﬁﬁ®%ﬁiﬁ#mﬁ/X75ﬂ%%é
Nd, COVRATLZBLT, —DOREKF LV ZLOFEKICL - TRREES L, &
NZLDTF—REH_EEAT 2L L6, TOEMT 27 74V E & )&
b, CD& IR T BT R 2 DA Bhn ZIRTGT — K 244t 2.

EADNEST DT =X LR — NI LT — X EEOH T — X ElE s, 7
— ARSI Z N TE D, 29 LA 7V THEIZEZL OFT — X RGE
D ENTED, DIVAI=RALE, BT =280 AL 57— X E SRR
2P F =P RIBINT DHEREAER L, LV IAWEHO Y U A Ta—
YT — X RRICHE T 2 72 DITR AR AR — M2 5 2 LT 5,

SR AN T — R EE M+ 3B, EA»sR_RE SN ENT — 2R E
DAL DIV 20 LTS & O JFEME LA R % Mg FIW T & 2.

COEHHFEY A7 LG EE. GHE8Z 23 A7 4 TH 2. EAZGHICE L
TH. DCCID Ab i BRI LB L 237 — KX 2k T &, SHHAAZ T

F L DCC D DIV A B =X AGANT — X DE L& il & i 7 {5 H A A% B

5. HEAEMENEHCYI D B2z, 2O L RER. s o BER S h
IAGHHAEY A7 L #RURINCZEZ . BAGEHBRAEOHA L TEHERL . £Ea
2EF, i, SEOEHELEY —D2O D DCCID A S ¢, Bk sEL. A
ESMBERALIIL ThE» S DNNEHBRL o7 — XA v X—=7 2> 3>0D7 5
v N7 A —AEREEL . AR AL TR OEABEHFE Y 2 7 o506 FI
foo COERHAEY AT 23R BT 2D 0 2N, B —bL 2 &4t T
EVEHT—R2DELETZHSDIERICT — Xttt 3,

3.3.7uy 2 Fr—YEITHWTEMNEREZEHT 3
3.3.1. 7 — & Bk

S UH URESIEL,. SDV (Submitting Data Validation) A —72 YV —RA 7 L —LA
J—7 %8 LT, 2—HOTF—X52HFOV A7 EHY AT MNIEHEICERET 5 2
EMTE, SDVIEDCCID ~—4 v b DT —H|ZEDS X EHT — X RN E RFED T
T L— heEthd b, 22—V TFT =N T L — LT =TT v T r— &b L, SDV
M DCCID DF VX NBL LT — 2 < ) —|ZESNWTY R <R PR FT R
TATHEHEND (EAREHLASRUISADOERT —%) BT — & 2EKT
Do
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3.3.2. 8 ut xR

DCC 1%, BN S T A2 HFF T 50T =— T — X EFE 1 L T5
ZElEREEL, BfHEBRERESE T OELTT =— T vy r— RS, BL
HY UBSES I SDV 20l U TR — X 215 L, HEEM R A IO A — 2 — (2T

(@ Borrowing request
on the chain [ :

(® Receives money;
updates on-chain contract

(® If updated status approved
then loan provided

(® Compares request (@ If repayment overdue

with on-chain info then info submitted onto chain

® Provides loan (@ Ifinfo consistent then risk control process starts

Lending Risk-control
Institution System

é 5 @ submits borrowing request ® Borrowing request approved & accepted

3.3.3. Bl &

DCR (Distributed Credit Report) #fEZ WL T, ADOEMFIEH» S Hi
RUER. IRVFRCER. HAMEIE. WO T, BUMNEETIA4 794 7080 BH 5
D BIREENFESRSN TV B, /2. DOC Y AT LCBNBREROA 7w 7 20 Z B
PEREND, 2OV A P EMANTRFL T 2EEOEMRGELEDE THA
ODBREREREHE LN T 2. COMEFEDC AT L4 [7—x2MAICHD
BRI LW HEORMKN RN TH 2.

Updates borrowing Generates loan history

contract on the chain report for borrower
Borrower Simart
Contract

Submits repayment
information onto the chain

Updates contract status

Lending Institution A

Lending Institution B

Accesses the report with
borrower’ s authorization

Authorizes other institutions
the access to personal report
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DCR D4 L a— RGN OELT =X DHTHY . DR TEA T v 7 AU A
F@Jma/ﬁ%ﬁ“é FOED, La—RA Ty 7 A7y Fo—0THESN
LN, B E o TIfEIE 2V, ZOA =X AT E T, BRI 0T — & 4t
B \Eﬁ774ﬂ/~ﬁ%%w%kLT@@%M%:&%%%T%éo

DCR 7 A D FAT 3 A MEFRFNIC ARG . 2. B E > T [V AT <3
VAV NT—=F] EFO7ay s —CRAEMHT 2 L DfIEAIEFICRKE L,
DCC & R S - fE AR AR c R HBMR A2 &, £ 0RMe. BHo & 0 kv
A MCEMzarY— B 2 FABEEMESMIRTCE 3,

DCCKRFSESN TV RZT — RGBS ARG AN, O EIEZDRDOEER
FD7 o A BT EEEERL. £/2. 7T Y XA EFHERKAY—T, &
MEDEHBAT T 2 &7 — 2 Rl s it 3

WO EEANEL T 27— KL 2B DCCIEENOELREEH L. v
FR—F 4 BEEHET 5y b7 +— L4 Multi—party computation, MPC) # #5284 2 T
EThHd. CO7F7y b7 x—LZEFAL. M%ﬂ%@fﬁﬂimﬁﬁwfﬁﬁ
TE&, 7T—RWEDTFHNET 2. AT, BINETFT —KORH. H=F1C & 218
Mz e OMENMERTE. £LACEHMMGHRTDOT — ﬂVIYU/7#%ﬁT
&, ERCTIAN—RiEE T2 LT RT3

DCR D 73K RIZEE T Vi BAHE RN EE» o Rl e 7 > N4 4 F LB
HHECWMORL, T30 Y —0FFs L D HGHI . TENOSMFEM 2L L.
ERBIT DI RIvAY AV MRIOFE 25 & L. FIZRO TG & R
R4 2

3.4. B 5F0IW Y — A

DCCE7my 7 Fxz—> %L T, TRESINT, HEZLOPOMLy AT L &

STHREhTw3EfMfzany—lFz7 0y 2 Fz—>DAY—ha>v b5 7
MCESTATAT 2227 LTS MELSBPFEDNETLMT & 28724
SEHA BT 20 v —MEFRICEEZ 2,

Borrowers Credit Data Collection Risk Control Services

&
Dlstrlbrgeg D:C

o o

Payment Services Funding Channels Lenders
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DCCTaa v —DRAMEESMEEZBHGICMYL Twd. HOXMEDAE I
Te¥ oo ZMFHEHEOHEHIBEFRE . TOWMIBRCEEL52 5. s TR
T &2, TP —UCBUEZMEORELZHOSINECHEHsTICHIN S,
INT AL 17 — LIRE ST & 5,

ZOMSE LI RGTH I T ML, VAT MRS OBMES 2 RIEICIRE L, 7
LYy NURT AR —E AT e, XL, 7Yy b —EREV 2 — VA L
D EICEE(L X, HRICEARRER 7 LYy AKX U H— RV AT At
HZENTED,

DCCY AT LI D& M2 HAL CwalET. Bffzany—03nE
AL T TOS &ML HEL T v, 2010, FEB— L 2486 0» T,
—HEE Y — b AERMEEL Tv A W IEGRE RO,

3.5. Taay—0D XY v b

v ME—, HOMSARBED 54> 27 A

v 7% 5] £7—xME50 1 ERFAEY 27 4
v IO E OB, HO 32 A FOROEAERY 2T A
v

HoQBLEMEEMZ. KA LT —RIRIFEY 27 Y v 7 #FEBL B
2

TENME O B B FERF 1k
TGO RIRTER A # = X L

<

4. SRS
4. 1. B &Y —E R

B ESET VL C2CTANDRTOBRIMTAIC Y —E R &2HRM4E5 2. —KIC,
[EMfEE] & THEEMEE] O Zfcadon s,

[ErfE&E] cswTd. BLFEEVFLA 7 74 v TCERAAMEIC DLW T—
FIERL Thse. TNETNEHET7 7V 28y o—RFL. ZBilL&2. 2L T,
Fz—Y CEBMOBTHRNEHLEL Thoe. Fxz—r TOLILWITHFERCESE
By —e 25t 23, 2—H—@dFz—rHy— 2AEFFHAL. Bfxs R T
DHICERRT B ENTEBN, A 754 CIRELT B ELTE B,

[EEmfEE] wBoTE. HEVFLAELF2HREL 2 0WRRT. Fz—>TO
DAPP ZilL . F = —> CEAHIA(BELARE) 218 T & 2. BTHIACIE BT &5,
WIR. FT. BETRIKLOT =R — AREENEEL TF = — Y ICRFL 1
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DFOMABERESARN 2FEATHSE, Fz—>TO7 LT Y X LA#RMEE AR
L7V XA ROFE# AT —CEHRHE L £EOEHREAERL . YiZa—V
— D KE(KIEDIENNIE DAPP 76 O HENEM & W26 DFENENMT T E %) 22—
WA RH L - BMNFALHBETE 2. 2NT. BNETOINE IDLERET 3.

LLEMNEIT) 6. BN BMNETROKVD F 2 —v 12 8 2 BT # &
v 2. BEldF = —> TOXIMNIE /1L T 25 =B 2@ L T
sz, &0 FOMASHRNCHEELD 2565, Fx— 8 2D NicH
fReRke., GHEZ2 LI TE 3,

4.1. 1. JHE&E o —>

HWEo— EHEEr— Y LT h 2, FCH¥o—> ., KEOHY fH) TH,
MM PHEL DAL EDAr—> 250,

CIAR L AMEADHIANMER S 7 = —> T B RSB XY, H30IET
D &SRB A AL TO2EMN7LVTY R ATCHSD T — X2l L & 2. %4
WASDOLOLHEZE A Y A4 > TGl T 24 & BT £45L . Y
ZEREE s D& 22T 5. BEEEOMHE 7L Yy A= FORFICHRE
L Tw3,

7ay 2 Fz—rOIRENET. KEOROMT THEEDLBEEST 27 7Y A1CH
2y E T b CIMARHEE IC AN 5. By AT RiF 45 Ecik %
Fo T ah, HASEHOBMED RIS AL 4 D T HHIERIT O F] 25 8%
DEMNZERICEL Twad., LAL. DCCOABMBMENMNTF—RDy 27 ) > 7 %3l
L. #F XD BT UEZTEEDOENMNY R RO =—X &4 L 7. 20T,
HEGHCEARMESIE P32 EC, Zay 2 Fz—> 2y bEIBEL. L%
1756 ARDEMNGETHEE L 5 o1, D& D & ILRBIEAZEI 2 & B b
THEBLALOEDTH BN, 7oy 2 F z2— > ONEHMEEC B L TEIROEE
DHITH 3.

4.1.2. 53 FIH &

DENEE G HEESIE MO FEIEARN 2440 MmEZUN - ThrsH
HEOHE L > T, —ZOHHNICH#EHL E T2 52T,

A—NR—BMFz—2 BT, WHEEGMAT —x&F = —> %0 EHET
MRS % AT 2. AT 2. HWEZEGECHEAT — 2 L EHRE MBS 21
Wz 52, BOOEHRNZ TH. ML TE56 5. 2 DB JENSZIHEE )
EHNSEBNEINERET B,
HZHEGZHCE T, BHEMNLZBITEASOBNESCH 2HIROMBRETINT
OHBEECHFILGIRFS—E 2 2Rt 32 C L8 EL v, Z DR, DCC KL%
WL, JERAZ—H— 4L . WEIGH &S L T2 REEE s HET 2. 48
BEMDCCID 7 A7 > EBLEAAZ——DF I ET 6N 5. & NFE I,
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TRy /) Fr—Y Dy I TR A AT Ay b ERL BNEEED Y R Y
A E o T MBEHEE LG L TOBELCM A S ¥ 2. 20D & 5 &
BHACHECB T 2B8E=——X4WESH. £-8HNCHABNAHT 2 22
AN VY (I

BlziE. SECTLRANZELMEHRAOB R SALS, sl d—HT 3~4
FIC BBy 7 ) —HEEHDO ANy 7Y =42 TRT 208 8H 2. LhrLIEEsEHE
Plo TNy 7Y —%5BATHIE. 22 bBAEFCEL 20 FHRNH
CAFHCMELS %2, bLINAsDN Ny 7 ) —ORMEEH Ny 7V —HELHRA T
—ya eSS, RELHAT—y a v OHWEZECE T2y 7 ) —DEEA
TJAMLEFCELS LD, HOEBY v 27V R 2BMFELTHWE., 2D& I %0k
DXL DCCIE BV R « by « A=K —DEH WitHE 24t 2. C O
Sl e8RS AbOBE2ED. HE2TL. Ny 7YV —%#BAL. HD
b= vtbsed. SBEONYy 7 ) —fHICBEL T, EHNHEREL B8NS A
FHIlE > TAFRYy 27 —T&%, COEIRHALHARNTEZERMY 27 41
HaEMz ooy — BB TEL0EA), LALDCTanY—IZE
WT. JEF. HOoOBARCERTE %,

4.1.3.7ay 2 Fz—>>7L Py bA—F

DCC HAEA I H D & AL SRR & DCC 2L THREL o2 —H —~ 15
HE#5T 2. SEEBEEFc—YCRFIN TV S, 2L T ¥ oRWEBRELY
WEBESHTRT. B2 3 5E8EAB OO 5E&EEMs 2 OHIRT. HE
CEWBLBLATEZ20E ) EHTE 2, BLMLGCERL AR 22— —0D1F
7 —xe L TFz—v il ffish, ooy —ffiflan s,

DCCHIC 7L vy M A— P SEEHEOSEEMe ERMCEEL. dlah
CHEET Y. 7L Yy b= FRET— e 2 & REET 2 B D0C > A7 L5
L KN HBUEHET — R A7 A%BL. & 003 2 b TERKICY
—E2AFRMTEZ. IR NOHITEIE . BEESOHEEFEEAD 3 A MCARBLS
N THL, REYERFOHIME ELBLMROEL s thHanl, 7oy
JF z—YERT. DCCRHARAFERDO 7L Yy b H—RERITL T LWL LYY
b — NEARC 2N B

4.1.4. 7Y R VEED B

7Y ROV EE R R OMa st S SR 4 S IS IRBEE S 2 7 48 % LD T
BUE. 7 9 8OV AP O BATER B EIE G 3 @i S T v i v, BT, B4
. BAMROWE Y 02 218 » TERRNA Y A 2 B#EOTFBA 4 1. DCC 4l
BEHRAE A7 L6370y 0 F 22—V CREILKEMNT Sy b7 x—L 5O B
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s E L. B0 Y 227 v 2 v x> b &fTO, BAMwcs 3 20 Foiroe
RUERL . T YR VEBEBMNTISOMEK £ RIET 5

BR324 707V EAVEEEF->Tw23 N, BfifF=z—r%2EL. AHODT
CEANVEBEEBENT B, &1z BHFAET g RUOBEMTEESEL. Ba b A
5ETHBIC £ ERTHEZT UV RIVEEREO AN, BRECHI., COLI 1 E
G 72 RVEEREI TG & O REamBtEs 52, £72. £ 02 D&
R OHEZREES £ B,

4.2. BEREFL ORI L
4.2. 1. HBHEEF

BN OBETIE . BERMEEEEOTAE TR a Wiz BEDERE
S & B E D £®%2®Fﬁﬁ%§%t EDERED L MBI 2RO B & 1T
THEET 22 &% b, ZLOGAE. INSHEBEOREBELZ irzshTnwTy, &
FEORERF —RIEMRE L TEHEN LWL, 7 0¥z 2 bOEAEOELGHIH AR G,
RGBT 5GE. BITCE20EHETH 2.

DCC TREE S 72 DCC BEIEAR W £ 0. K. B, BOeHL . dEREL L OHEARR
PE D FTAME G 1L HE T AR AR 2 & 2B TF = — > THEC Bt
SNz, N0 E+HEMHALLGE. Fx—>2BL TEAEDIA 7912
WEGMDDONRANCHERT 2 ENTE, MEOEEZ RS 2 2 & p
TE3,

BREEAE A FEFEC B O TE ., BEDFMGAR & 2 DG4S SPV Bzl 721%.
FHRERORBEEDA & % 5. FALE L T RFREIL. FEHEE B, AREED
W 2 FCEED 7 +0—7 v 7 EMEFEC & > TEITSN B, FREEN
A TE. Chs DERETTOERREHFIC L > TiTbN 2, B F—L%HlT
FlETHETET 2. Lo L OERREFEEE., SEMMORAETLD 21
By TR N—T RN AEE T, BRY R BEET B,

DCC #1@ L T ABS 2RO o v A2 MR 722 £ T, 2D & ) Mz R
FICHERL . TTO R TF—2F LK —& SPV EDHTY 7 VR A LATCT—REIHL .
BREEAE N IER W % % .

4.2.2. ABS B EHC D

DCCTam¥—TDCC ¥ RAT A& o TSN BHBAL . R, B
by RUMSANGORMEA T 2. FRC. SEESERAY 27 A0 & 0.
INLDEEGEN L DENE RN SN 2, BEMFILOBFREC BV T,
B—DRDHCL > THET I ENHE S L Lolcfcd. HLLRATOH
B C & - TIX . &G laabtd. Higthn EOTFE T DCC ICFES N
TWEEER L LD TR T I ENTE B,
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DCC &Ny 7 —ofb a8z ABS ik RIF A kR &2/, . IRFEIN. P
. AREEL DR EHE T MEEHEIKS . BEMIFMLTHCHES % L
feealicé=sE25%. s DEEAFMME M. KK DCC D AssetManage —E A
FEL COBBESHMEEZIRt 2oL Een 3, 2L ELEoT. BEE
Hrapy—y 27 A0HMEmBIMtEE RigCHESE€2IE08TE S,
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5, T aup¥—FEETIV
5.1.DCC—= a2 u ¥ —zHfi D &k BA

DCC &« #7{l 1~ DL DFER T & 2 (Pay for Jobs). DCC (2 8 3 i % 2
HEFCXL TIRNTDC 2L ) e EBRIN T B, DOC DIREEFI
DCCtoken HAJIZ & » THEIF S 1. DCC DABUEFEE SN T 2728, DCC DEfl+
— AV AT LD, LIt A RYF U AL TITE . [HRISERE
CREMESE E B

DCC SZHAUNE DCC SN K o THERF 41, % LT DCC STHAW KT E D
SINEDOSZINC X5 DCC ZHNL— LV THEFFT 5,

5. 2. T2 —HBERD XY v b

DCCIE = 2y —EHERD EEAMETRES & L T, DCC & R BB+ 2 &fty 2 7 A
DEHCEBL L&, ZOHEMMEESINEN BRI R EBLACERZT 22
ENTEZAELZIENTES, TD& D 2B SRR 25 DOC 1o F D 1
TEBZREMTIHBCE O THET 2WENME) 2 7 3L HEEBRICHED <
Gy —R#EA N =X LEMET 5. DCC & = 3 v ¥ —HBAO H E1fifE 5
$Pe LT, DCCEREBICEMT 2480y 27 o080 GHCTEEL 12 & &, 2D EHBME
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D& D HTARE . SR DCCICE D W TEF 2 EHT 2@ B W THRAET
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5.3.DCC ¥ A7 AN TODHEH

5.3.1.DCCZ & BfEH a2 A b DFHIEE

RETTRILITT TR Paying DCC  ccccccccsccssss, X

Obtain certification services
of data institutions through

Individual/Entity payment of DCC and Data Institutions

authorization

Data institutions report prices
based on provided algorithms and
calculations, which are registered
through the market contract

.

For both pure borrowing
demand and those desiring to
integrate individual data
Reports are provided to
individuals

oecsessescssssns Provide Reports «ceeececccanaces .

DCC ¥ AT AT 7T —XFEEHME»6 7 — &L K— N #BHL 2 fEANIE . DCC
XD ARTNIE %S %0, DCC DT WIE TERD 7 — &+ — b ZABERE UGS % 15
BB ELEZ 2. ARG 22— —7 — K OWEL 6 HIRERZ LI L TN 252
DEH. BEEEDFOF— 22T 2 TCNHERZ2OTH 2.

. 7RO EMGET 265, (SR L DCC 2 LH O LERDH B, L b
L. 7—XOFMEBIEOEFIC L 0, RaEa A B KIBCHIRS . B ADOLRE
IR ~OHIRE KT & 3.

DCC O J& T4 DCCmarket AN & - THEFFEFFL S L. 12 DCC ¥ A 7 4 T DCC
O TSR, 28, il —e 2282t 5 2. F=—> FTO Al S A &
FoHEBE & e b Y e S — b — W HEE L. IR TGO AT BN £ 4R
2. &1, DCCH—bt R DiFEHE I . FETTIS T O DCC it O LT 2 kL . &
TAEECEREL RFT I a0, ESMEE. EFRHCE L TRIBETEZTO
DCCAiFE /N7 4+ —v > AR T BT &% —E ALK IG T 2 BHE & OiiHE
PO s> Ty —Ee AFHOHAW N & 3.
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DCC ¥ AT7 ATk BT 3 HAL R 2 HiE4 2 2012 DCC % 45 L E
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DCCA >y T AT AN L. RIFaBfEEIN & 0 @R 25270, A
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Cyber Sheng Foundation 25



DISTRIBUTED CREDIT CHAIN Doc No.1009239

6. FHTRH
6.1. ¥ A7 At

Dapp App @& W Portal OpenAPI
2
& Gateway
o T
i Account { | Smart Contract ' Open Platform
SSO/LDAP _ Data Institution Contract 1 Credit Application Contract Common Claims Contract Data Institution Registration Management
: Data Institution Contract 2 Claims Contract 1 Capital Registration Management
Profile Data Institution Contract 3 Claims Contract 2 : Modular Trading Market
—_— 3 Claims Contract 3 :
6. 2. Dapp
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$efit 3 3 Dapp & 2 dMEABHFEL 2 Dapp LT 2 A A — b - A v FE— T B L
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BEDROEMERN RIS 2 08T 3,
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NBRSATZIWVTYRLAERBEL T, X2 7408EmL BEAHELS, EHAX—
ABPNS ORI EA S B,

BTxLy b THTY NE, BOXT, D& VWEHEAMEASEATL
3. MEH () EF7 X ACBEREINLBTHY . RCHEHBAE 7 VT Y X LD
— RSB B L AR (K 24N, e TS Ny v 2 e
THZY N7 RL R (D) 2EKT 3,

Act wallet_generation

Genrate ec key Decide wallet Genrate salt
pair(SECP-256K1) password
Genrate derived
Genrate address
form pub key

scrypt key

Genrate random
iv

Perform cipher operation
(AES/CTR/NOPADDING)

Assembie to wallet
data structure

Marshall to json

DCC 7 4L w NEFIEEEE F— A N7 &/NA T — N OV 4 (RIF T 2., Fhass
E Dapp WIRFET R . IRy 27 v 7 L THRET R ELTE S,
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ECKeyPair ecKeyPair = Keys.createEcKeyPair();
byte[] salt = generateRandomBytes(32);

byte[] derivedKey = generateDerivedScryptKey(password.getBytes(UTF_8), salt, n, R, p, DKLEN);

byte[]l encryptKey = Arrays.copyOfRange(derivedKey, @, 16);
byte[] iv = generateRandomBytes(16);

byte[] privateKeyBytes = Numeric.toBytesPadded(ecKeyPair.getPrivateKey(), Keys.PRIVATE_KEY_SIZE);

byte[]l cipherText = performCipherOperation(Cipher.ENCRYPT_MODE, iv, encryptKey, privateKeyBytes);

byte[] mac = generateMac(derivedKey, cipherText);
WalletFile walletFile = new WalletFile();
walletFile.setAddress(Keys.getAddress(ecKeyPair));

WalletFile.Crypto crypto = new WalletFile.Crypto();
crypto.setCipher(CIPHER);
crypto.setCiphertext(Numeric.toHexStringNoPrefix(cipherText));
walletFile.setCrypto(crypto);

WalletFile.CipherParams cipherParams = new WalletFile.CipherParams();
cipherParams.setIv(Numeric.toHexStringNoPrefix(iv));
crypto.setCipherparams(cipherParams);

crypto.setKdf (SCRYPT) ;

WalletFile.ScryptKdfParams kdfParams = new WalletFile.ScryptKdfParams();
kdfParams.setDklen(DKLEN) ;

kdfParams.setN(n);

kdfParams.setP(p);

kdfParams.setR(R);

kdfParams.setSalt(Numeric.toHexStringNoPrefix(salt));
crypto.setKdfparams (kdfParams) ;

crypto.setMac(Numeric.toHexStringNoPrefix(mac));
walletFile.setCrypto(crypto);
walletFile.setId(UUID. randomUUID().toString());
walletFile.setVersion(CURRENT_VERSION) ;|

DEC7 4Ly hONR—Y aYREFOLATIE. X271 BREEORIE &
LT .MPC7' Ty b7 4—LEHEHBIL TwILFa5KL— 3 >»DoEERIEY ~
R—H—b A ERMET 2. WEFIL O DHDOMIL L 741 RAF S Ly JhoTHEE
EHITRAT—RZ2REIETEEETEL L, FIET 2L ERD 255, EHOD
M ILCBILT 2D ERDH Y. & D ZECEHERETE S,

6.4 77— bV A Y —ER

Pt H— RGERMLENTY AT LATHY . FIWRPC H/L TDCC &2
77 2AT& s an Y —EECcy—e 2R ERET 20N . 1
Bk . DCC Nt 237 — 7 = A #1 L T OpenAPI D JjiETDCC ¥ AT AT 7
CRAT B ENTE, EBEGORHARIFCHAGF SN 5.

DCC Y AT LlEs ¥— b7 2 A4 —E RZETHWTSK LU Z D7 7+ R )ik
FIRAEL, Tao Y —KRERSICL. DCC ECEHIC /L Yy M —E R EZEL
CHEERMET 2,

6.5. F—7>7 S5y N7 +—A

F—=F TSy T —LlEs FZTF—RES—E ATHIHBOBRE A Rt 24
Wy AT LTHY . WEITHIGHET — XA, ALY A 2EH7 VI VX LAY — L AT
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B A — T Y — A DOEHIE https://github. com/DistributedBanking/DCC IZ& %,

6.6. 7 ay 7 Fz—YERY—bMIVNTFT I B
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Zv—braY b3 2 bDa— LR CEELLT 3.

function CertService() public {
insertOrder(address(@), Status.INVALID, Content("", "", 0));

function apply(bytes digestl, bytes digest2, uint256 expired) public returns (uint256 _orderId){
require(digestl.length > @ &% digestl.length <= 100);
require(digest2.length <= 100);
require(expired > 0);

return insertOrder(msg.sender, Status.APPLIED, Content(digestl, digest2, expired));
}

function insertOrder(address applicant, Status intialStatus, Content icc) internal returns (uint256 _orderId){
uint256 orderId = orders.push(Order(applicant, intialStatus, icc));
orderUpdated(applicant, orderId, intialStatus);
return orderld;

function revoke(address applicant) public onlyOperator returns (uint256 _orderId) {
require(applicant != address(@));

Checkpoint memory cp = getCheckpointAt(applicant);

//RTEARIEHER
require(cp.content.digestl.length > @);

/BT
Content memory icc = Content("", "", 0);
uint256 orderId = insertOrder(applicant, Status.REVOKED,

/15
appendElement (checkpoints [applicant], orderId, icc);

return orderld;
}

function pass(uint256 orderId) public onlyOperator {
audit(orderId, Status.PASSED);

Av—bary b7 272 b0t R

Blockchain develops Application Accesses
SDK

developer

develops Invokes/queries

get put,delete

emits

block

Blockchain
Ledger

Peer
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15. Risk Statement
15. 1. Disclaimer

This document is for informational purposes only and is for reference
only. It does not constitute advice, invitation, or solicitation of any
investment in the sale of stocks or securities in the personal digital
currency and its related companies. Such invitations must be made in the
form of a confidential memorandum, subject to relevant securities laws and
other laws. The contents of this document may not be construed as
compelling any participation in the exchange. Nothing in this white paper
may be considered as participation in the exchange, including the
requirement to obtain a copy of this white paper or to share this white
paper with others. Participating in the exchange means that the
participants fulfill appropriate age criteria and possess full capacity for
civil conduct. Contracts with DCC are real and effective. All participants
voluntarily sign such contract and possess the clear and necessary

understanding of individual currency before signing such contracts.

The team will continue to make reasonable attempts to ensure that the
information in this white paper is true and accurate. During the
development, the platform may be updated, including but not limited to
platform mechanisms, tokens and their mechanisms, and token distribution
methods. Portions of this document may be adjusted in the new white paper
as the project progresses, and the team will release updates by posting a
notice or a new white paper on the site. Please be sure to obtain the
latest white papers, and make timely adjustments to your decisions based on
such updates. The DCC team expressly disclaims all liabilities to
participants for any loss resulting from (i) reliance on the contents of
this document, (ii) inaccuracies of the information in this document, and

(iii) any actions caused by this document. The team will spare no efforts
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to achieve the goals mentioned in the document, but due to force majeure,

the team cannot fully promise to fulfill such promises.

DCC is an important tool for platform performance but not an investment
product. Owning DCC does not confer any ownership, control, or decision—
making rights over the DCC Platform. DCC, as a digitally encrypted currency,
does not fall into one of the following categories: (a) currency of any
kind; (b) security; (c) equity interests in legal entities; (d) stocks,
bonds, notes, warrants, certificates or other grant, or any instrument
granting any right. The value added of personal DCC depends on the laws of
the market and the application requirements after implementation, which may
not have any value, and the team does not promise any value creation, and
is not responsible for the consequences of any increase or decrease in
value. To the extent permitted by law, for the damages and risks including,
but not limited to, direct or indirect damages, loss of business profit,
loss of business information, or any other economic damages arising from
interests in connection with the particular purpose, the team takes no
responsibility. The DCC Platform will comply with any regulatory
regulations conducive to the development of the credit industry and
industry self-declaration. Participants and their representatives will
fully accept and abide by any such inspections. At the same time, all
information disclosed by participants to accomplish such inspections must
be complete and accurate. The DCC Platform has clearly communicated
possible risks to participants. Once participants engage in the exchange,
they confirm and acknowledge the terms said conditions and rules, accept

the potential risks of this platform, and agree to bear the consequences.

15. 2. Risk Warning

There are a variety of risks involved in the DCC ecosystem, which
require participants to carefully assess and be aware that such risks are

borne by themselves:
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Policy Risks: At present, the regulatory policies for the blockchain
project and financing of the exchange are still unclear, so there is a
possibility of participants suffering losses due to policy reasons. For the
market risk, if the overall value of the digital assets market is assessed
at a high value, then the risk of investment will increase, and
participants may be subjected to overly optimistic valuation estimates,

which may not be realized.

Regulatory Risks: Digital asset transactions, including personal digital
currencies, are highly uncertain. As there is currently no strong
regulatory regime in digital asset trading, there is a risk that e—tokens
will skyrocket and be subjected to market manipulation by bankers. If
individual participants lack experience after entering the market, it may
be hard to resist the asset shock and psychological pressure brought about
by market instability. Although academics, the government, media and so
forth have suggested cautions from time to time, no official written
supervisory methods and provisions have been released. Therefore, it is
difficult to effectively circumvent such risks. It is undeniable that in
the foreseeable future, official regulations will be introduced to
constrain the blockchain and electronic token markets. If competent
entities regulate the sector, the tokens purchased during the swap may be
affected, including but not limited to fluctuations or limits in price and

marketability.

Team Risks: The current blockchain technology team is engaged in many
projects. Market competition and project operating pressures are strong.
Whether the DCC project can stand out among those projects and be well-
acknowledged depends on the team’ s own capabilities, vision, planning and
other aspects, and also on competitors in the market and even oligarchs.
During this process there exists the possibility of vicious competition.

Based on the contacts accumulated by the founders for many years, DCC
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brings together a team with both vitality and strength, one which has
attracted experienced practitioners in the blockchain industry and
experienced technical developers. The stability and cohesion within the
team are crucial to the overall development of this personal currency. In
the future, we do not rule out the possibility of core personnel leaving or

conflicts within the team, which will negatively affect the overall project.

Coordination Risks: The founding team will spare no efforts to achieve
the development goals set out in the white paper, and to extend the project.
However, given the unforeseen factors in the industry development trends,
the current business model and the overall plan may not cohere with market
demands, resulting in unmanageable earnings. Also, since this white paper
may be adjusted as the details of the project are updated, if the updated
details of the project are not readily available to exchange participants
or the public is not aware of the latest progress, information asymmetry

will result, affecting follow—up development.

Technical Risks: First, this project is based on a cryptographic
algorithm. The rapid development of cryptography will inevitably bring
about the risk of cracking. Second, where technical support such as
blockchain, distributed ledger, decentralization, tamper—proof records, and
other such core technologies sustain the business development of the
project, the team cannot fully guarantee complete implementation. Third,
during the project update, you may discover that loopholes exist, which may
be fixed by releasing patch, but we cannot fully guarantee that no impact

will be caused by such vulnerabilities.

Security Risks: In security, the number of individual supporters is
small, but the total number of users is huge. This also places high
requirements on project security. Electronic tokens are anonymous and
difficult to trace, so they can be easily used by criminals and hackers, or

may be used in transferring illegal assets.
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Current Unknown Risks: As blockchain technology and the overall industry
continue to evolve, the DCC project may face unforeseen risks. Before
participants make decisions, we invite them to fully investigate and
understand our team’ s background, gaining a full understanding of the
project and its framework and goals, and reasonably adjust their own vision

to rationally participate in the exchange of tokens.
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